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Executive Summary

> TEE now an intrinsic part of device security
Trustonic’s current deployment and market segments
Use cases are many and varied

> Fragmentation is exactly due to success of TEE

Too many device classes, different standards for diverse ecosystems and
different stakeholders, both geographical and industrial;

> Trustonic Response
Standardisation in GlobalPlatform
Trustonic Hybrid Protection (THP)
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About Trustonic

‘ Who we are ]
) Founded in 2012

. X
> Astrategically owned venture by ARM and wnalto

security to be free

‘Our mission ’

> To protect, enrich and simplify people’s digital lives by enabling optimum security on all smart connected
devices, associated services & applications

(Key achievements W

> Now protecting more than 700M devices globally
> 12 of the top 15 Android smartphone makers ship devices secured by Trustonic
> Recognized leader in app security GL&MO
) GSMA 2016 Award Winner — Best mobile security solution SN A
> Provide underpinning security for Symantec VIP, Samsung Knox, Samsung Pay, Alipay, Wechat Pay, MiPay

4 CONFIDENTIAL T R U STO N I C



Trustonic Background
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TEE in 700M+ devices
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10 top tier Android OEMs

~

vivo OPPO LG

HTC Xiaomi LeTV LTE TCL
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GSMA GLOMO Award Winning Security
{ What the judges said

“No-one should be selling a connected
device without a Trusted Execution
Environment and strong hardware
security. The Trustonic secure platform
allows manufacturers to do that.”




Use Cases Driving Device Security

Identity g Content
Strong Auth ' -2} HD/4K content
Identity Protection \ B Multiscreen
Biometric storage & validation Y Payas you go
Private Key Storage ) On demand HD services

Financial Services n ) Internet of Things
Card present PIN c
Secure display Y~ Home, Healthcare

1 click checkout ,g (A~ s Automotive systems

Mobile POS, Mobile Banking, 10085 99¢fRC"  Regulated Industries
Securing HCE LA Government ID

Enterprise = @, Mobile Network Operators

VPN, SSO, OTP

Email, Messaging, Voice

BYOD, Logical & Physical access
Secure MDM

Device integrity, Subsidy protect
Network tuning
User identity verification
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What TEEs Protect in Mobiles today
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Challenges and Trends

Increasing Fragmentation along with increased TEE adoption
Different Industries with different requirements

Availability of TEE SDK and Accessibility for deployment
Different APls offered by different OEMs

Cannot deploy to all devices and all users

Developers are reluctant to develop for a small proportion of the
market
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Android Fragmentation - OpenSignal
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Different Requirements
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loT Stack — Top Problem

Application

Presentation

Session

Transport

Network

Data Link

Physical
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e Access Control

e Non Repudiation

¢ Data Integrity

e Confidentiality

e Assurance / Availability

 Notarization / Signature

_ e Analytics, ldentity Access Management

e MQTT CoAP SSH FTP Telnet HTTP

¢ |Pv4 IPv6 6LOWPAN Thread
e GSM CDMA LTE BLE Zigbee WiFi

e RJ45 USB Wireless

TRUSTONIC
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ty Options for Developers

— Option 1: App Wrapping

Targeted at Enterprise as post build

fix
Focused on data storage / enterprise
tnlock 2: Software protection

Isolate and obfuscate security
critical parts of code.

Option 3: Leverage 0S Security Capabilities
Android/i0S provide key storage

Option 4: Run security code in a Secure Element
Limited availability and processing power

Option 5: Run code in Trusted Execution Environment
Hardware isolated f‘slice’ of main CPU, with secure

0S
Option 5b:TRUSTONIC
Hardware TEE where available

Fall back to TEE implemented using Software
Protection

Hybrid Protection
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Secure Element Example in GlobalPlatform

GL BALPLATFORM’

In 2006 there were over I DO million

GlobalPlatform cards in use worldwide

In 20 14 more than I D\“I I I IO“ GlobalPlatform cards or SEs have

been produced



Addressing TEE Community Needs

GL BALPLATFORM"

Service TEE . l \
Providers Manufacturers Laboratories OshE

GlobalPlatform

TEE Protection
Profile

Functional
Specifications

v

Functional

Compliance . N .
Program Certification . |

Creates a standardized TEE
19 community that reflects current
and future market reqguirements

Security




Scope of the GlobalPlatform TEE Security Sc

GL BALPLATFORM"

Input from across the

technical community /7~ \

i Defines rules / processes : Technical Community
: and real world :

implementation N S
.........methodology Analysis phase -

documentation

GlobalPlatform Testing phase —

. . . getting consistent
Protection Profile (PP) Evaluation results across all

Methodology GlobalPlatform

N N abs

Enhanced phase
— additional
penetration tests

Definition of threats, objectives &
security requirements

1.Specifies threats to the TEE
2.Details security threats to be met
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Trustonic enables richer and safer services through a higher level
of trust

> Mobile apps drive innovation

how we pay & bank

how we watch movies

how we connect to social media

how we control our homes

how we start our cars

how we unlock doors

how we stay healthy

How we access enterprise (e,g, BYOD)

AV VAR VA A VA A 4

Trustonic is the ideal foundation for

app protection
Deeply embedded Root of Trust

> Secure storage of critical content &
000 data

00 D > Secure yet simple user authentication
Enablement of value added services

~ ﬁ > Maintenance of personal privacy
@E wlieiie
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Trustonic Solutions — securing applications and devices

Trustonic Application Protection

Service Providers & App
Developers

L)

Trustonic Device Protection

Trustonic Secured Platform (TSP)

TEE security with Root of Trust
protection for connected devices

—> T 0070

0000
9 0000

Device & Chipset Makers

CONFIDENTIAL
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Trustonic Secured Platform (TSP) — bringing scale to hardware
security

TSP includes TSP provides
Best in-class Trusted Execution Environment { Trusted User Interface

Protection of application data and assets

Open, over-the-air provisioning (
Embedded Root of Trust { Strong user authentication
(

Key provisioning for device and platform makers Device binding & attestation

TSP is available globally from 12 of the top 15 Android smartphone device makers (OEMs)
{ Over 700 million TSP-enabled devices shipped to date

Phimsuncg L MTC coolpad gsnvee @ LG

MEIZU ALCATEL oppPpo vivo poov  XKYOCERI
onetouch
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Trustonic Hybrid Protection
- bringing optimised security to app protection

. Sy «
Market Requirements s )
> Address all users °° Trustoni
R App Store rustonic
> Minimise development costs P Software
) Simple, single APl integration ' iOS Protection
) Optimal security -ﬁ-
—
o—0 ‘
App store U
The best of both technologies Trustonic
TEE hardware protection for all capable devices Secured
White box cryptography & code protection for other devices Platform
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Trustonic Hybrid Protection -

Unique market solution,
providing both software
protection and simple access to
the largest installed base of TEE
hardware protection

One simple, standards-based API
integration auto selects optimal
security on each device —
hardware where available,
software everywhere else

26 CONFIDENTIAL

Key Market Differentiators

Proven security, including FIPS
140-2 certification and security
evaluations for international
payment schemes

Cross platform providing security
solutions across Rich OS,
including iOS and Android via a
single API

TRUSTONIC



Our Customers’ Use Cases
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Identity
Strong Auth
Identity Protection
Biometric storage & validation
Private Key Storage

Financial Services
Card present PIN
Secure display
1 click checkout
Mobile POS, Mobile Banking,
Securing HCE

Enterprise
VPN, SSO, OTP
Email, Messaging, Voice
BYOD, Logical & Physical access
Secure MDM

CONFIDENTIAL

Content
HD/4K content
Multiscreen
Pay as you go
On demand HD services

Internet of Things

Home, Healthcare
Automotive systems
Regulated Industries
Government ID

». Mobile Network Operators

Device integrity, Subsidy protect
Network tuning
User identity verification
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Trustonic partnerships
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Key points

> Trustonic is the ideal foundation for
app protection

Mobile apps drive innovation
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Executive Summary

{ TEE now an intrinsic part of device security
{ Fragmentation is exactly due to success of TEE

{  Trustonic Response
{  Standardisation in GlobalPlatform

{ Trustonic Hybrid Protection (THP)
{ Develop Once One SDK, One API
{  Best security in any device
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What our customer said

¢ “It was important that we could offer a security solution
across all platforms, with minimal integration effort.
With Trustonic Hybrid Protection, all Line consumers will
automatically benefit from the highest level of security
available for their device; TEE hardware-based
protection where available, supplemented with market
leading software-based security for any non-TEE
enabled devices.”

({ Takeshi Nakayama, CPO/CISO, Line Messenger
TRUSTONIC



Thank you for your time

Any questions?
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