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Devices Compatibility Q
Trusty TEE
Trusty is a set of software components P
supporting a Trusted Execution O R T
Environment {‘I-EE) on mobi[e dEViCES. Language and thieading support

ce
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Trusty consists of:

Third-party Trusty apglications

« An operating system (the Trusty OS) that
runs on a processor intended to provide
aTEE

 Drivers for the Android kernel (Linux) to facilitate communication
with applications running under the Trusty 0S

» A set of libraries for Android systems software to facilitate
communication with trusted applications executed within the
Trusty OS using the kernel drivers

Important: Trusty and the Trusty API are subject to change.

For information about the Trusty API, see the API Reference.
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Any TEE OS (not just Trusty) can be used for TEE implementations.

A TEE processor is typically a separate microprocessor in the
system or a virtualized instance of the main processor. The TEE
processor is isolated from the rest of the system using memory and
I/0 protection mechanisms supported by the hardware.

TEE processors have become a mainstay in today's mobile devices.
The main processor on these devices is considered "untrusted" and
cannot access certain areas of RAM, hardware registers and fuses
where secret data (such as device-specific cryptographic keys) is
stored by the manufacturer. Software running on the main processor
delegates any operations that require use of secret data to the TEE
processor.

The most widely known example of this in the Android ecosystem is
the DRM framework for protected content. Software running on the
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