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Trusted Execution Environment (TEE) #%:
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TEE Initial Configuration Test Suite v1.1.0 is available
Adaptation Layer for GP TEE Internal APl v1.1.0
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> Press Releases

press Releases The GlobalPlatform Trusted Execution Environment

sty Brents Protection Profile is Officially Certified Against Common

FAQs

Ifyou are a media
representative, analyst or

White Papers & Guides Criteria conference organizer and
Audio | Video have a query regarding

i . . GlobalPlatform, please
Hewsletters Product vendors are now able to undertake formal securily evaluations for TEE products

contactiseepr:

Industry Intervi
naustryinterviews 4 February 2015 — The Common Criteria portal has officially listed the GlobalPlatform T +44 (0) 1043 463007
Executive Profiles . ) . . . :

Trusted Execution Environment (TEE) Protection Profile (FP) on its website, under the Email iseepr

Trusted Computing categary. This important milestone means that industries using TEE

technology to deliver services such as premium content and mobile wallets, or enterprises

and governments establishing secure mobility solutions, can now farmally request that TEE

products are cerified against this security framewark.

GlobalPlatform presented its TEE Protection Profile to Common Criteria for cerification via
Agence Nationale de la Sécurité des Systémes d'Information (AMNSSI).

The GlobalPlatform TEE PP specifies the typical threats the hardware and software ofthe
TEE — a secure area that resides inthe main processor of a mobile device and ensures
that sensitive data is stored, processed and protected in a secure environment — needs to
withstand. It also details the security objectives that are to be metin order to counter these
threats and the security functional requirements that a TEE will have to comply with. A
security assurance level of EALZ+ has been selected; the focus is on vulnerabilities that are
subjecttowidespread fhweare-pased exploitation.

maobility of users and their access to sensitive information, to operate in a secure way The
TEE —regardless of manufacturer — must meetthe requirements of a range of senvice
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specifications

Evaluated Products

= Accredited Laboratory
Services

= How to Participate

= Industry Benefits of the
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compliance

TEE Certification Scheme

certification membership  aboutus  markets

TEE Certification Scheme

Home | Member Login | Become a Member | Store | Search | Contact Us

media & resource center

fraining

Website live!

GlobalPlatform is committed to ensuring a standardized level of security for ¢
has dewveloped an open and thoroughly evaluated trusted execution environn
evaluated products.

The GlobalPlatform TEE Cerification Scheme, managed by its TEE Security
conformance of their TEE products to the organization's TEE Protection Proi

Press release

24

GlobalPlatform Launches TEE Security Evaluation
Secretariat to Accelerate Deployment of Certified Trusted
Execution Environment Products

Products will be evaluated for conformance lo the TEE Protection Profile through
GlobalFlatform’s TEE Certification Scheme

23 June 2015 —In a move that will accelerate the deployment of certified Trusted Execution
Environment (TEE)* products and promote a globally interoperable mobile ecosystem,
GlobalPlatform has announced that it is launching a TEE Security Evaluation Secretariat to
manage its TEE Cenrification Scheme. Under the scheme, providers of TEE products will be
able to submit their products to the new GlobalPlatform secretariat for independent
evaluation of their conformance to the organization's TEE Protection Profile.

The TEE Protection Profile, which has been cerified against Comman Criteria under its
Trusted Computing category, specifies the typical threats the hardware and software of the
TEE needs to withstand. It also details the security objectives that are to be metin order to
counter these threats and the security functional requirements that a TEE will have to
comply with. A positive evaluation of conformance to this security framewaork, through
GlobalPlatform’s Certification Scheme, will indicate that a TEE product meets an
international security baseline. The scheme will enable service providers to confidently and
effectively manage risk, by ensuring that there is a consistent level of security across
connected devices.
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