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Evaluation packages and EAL levels
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Milestones

July 2017 IoT-PPs initiative

October, 2017 SCA signed PP development contract and confirmed working group
November, 2017 1st PP Working Group Meeting

January, 2018 2nd PP Working Group Meeting

May, 2018 Drafted loT-SCM-PP (EAL2+) and 10T-SE-PP (EAL4+)

(Q3, 2018, PP certification by Germany Federal Office for IT Security - Bundesamt fur
Sicherheit in der Informationstechnik)

(October, 2018 ICCC 2018 Amsterdam Netherlands, Presentation session - “l1oT PP for
Smart Home Appliance” )
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Business case

_______________________

loT application
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loT host device

loT
device

connection

via gateway i
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loT cloud
loT device admin,
loT device services,
loT firmware updates,
information services,
network services, ...
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Used case

loT host device

external
network
device

(a) separate hardware for
loT SCM (TOE), loT SE
and loT application

loT host device

loT application

(b) shared hardware for
loT SCM (TOE) and IoT SE,
separated loT application
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loT Secure Communications Module
Protection Profile (loT-SCM-PP)

@ LAN WAN

loT host device

-----------------------

loT
device

loT cloud
loT device admin,

i . loT device services,

. [ loT firmware updates,

4 y R information services,

network services, ...

connection
via gateway i
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Threats to the IoT Secure Communications
Module

- Impersonation fBR¥3/BE 72 AIRY loT ERIEIFEWNELESEER

An attacker may try to send data to the loT device the [oT SCM TOE is integrated in, impersonating a
particular external network device, or to send data to an external network device, impersonating the
TOE, without the respective receiving party being able to detect that.

- Modification EEX (modify) / Ei% (replay) SCM Hl |oT 2@ ZRNEBEASD

An attacker may try to intercept communication between the IoT device the IoT SCM TOE is integrated
in and the external network device to modify or replay transmitted 10T device data or external device
data, without the respective receiving party being able to detect that.

- Disclosure loT i%&E SCM ZRBRESEDIFRIEES

An attacker may try to intercept communication between the 10T device the IoT SCM TOE is integrated
in and the external network device tg gain knaowledge about transmitted |oT device data or external
device data.

+ lllegal Connection loT EAENIEERBREN * ERIEEHE - HEEEHRE

A faulty or maliciously maodified 10T application may try to establish a network connection to external
network devices/addresses, which are not related to the operation of the lIoT device, possibly ending up

in confidential data being sent to the wrong entity in the network.
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Security objectives for the loT Secure
Communications Module

- Data authenticity EiE:2:5

The TOE shall provide functionality of data authenticity protection by adding_electronic signatures or

message authentication codes (MACs) to data to be sent to an external network device, and by
verification of electronic signatures or message authentication codes (MACs) of data received from an

external network device.

- Data confidentiality protection IR {R:E

The TOE shall provide functionality of data confidentiality protection by encryption of data sent to an
external network device, and by decryption of ciphertext data received from an external network device.
The encryption mechanism(s) used shall provide security strength of at least 100 bits.

- Connection control E43 &l

The TOE shall provide functionality to allow the IoT device admin to specify/limit the network addresses
the TOE is allowed to establish network connections to.
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