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IOT SECURITY




The lack of Security in 10T is now tangible

T Jeep hack
THE B TNET THAT BR HE THE irai Loss of control over vehicle
INTERNET ISVT COING WAy v rai botnet

Disruption of major Internet services

Software bug makes Nest
Cams vulnerable to hacks Nest Hack

Security camera shut down by a
simple click on a phone
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A Risk Exacerbated by Hacking Tools’ Availability

% SHODAN

EXPOSE ONLINE DEVICES.

WEBCAMS. ROUTERS.

POWER PLANTS. IPHONES. WIND TURBINES.

REFRIGERATORS. VOIP PHONES.
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Hackers do not necessarily need to be highly skilled
to replicate attacks, leveraging hackers” work

Internet search engines like Shodan or Censys
provides powerful tools to spot/locate vulnerable
devices

End 2015, security researchers found with the help of
Censys that lazy manufacturers of home routers and
Internet of Things (loT) devices have been re-using
the same set of hard-coded cryptographic keys,
leaving around 3 millions of loT devices open to mass
hijacking.
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What is loT Security?

Common today’s attacks

1. SW bugs leveraged to inject
malware, leak data, etc,

2. Insecure SW Update

3. Lack of (strong)
authentication & encryption

4. Absence of access control to
device features
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A Large
Attack Surface

3. Remote attack
on Cloud
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1C. Decommissioned devices

used as Trojan horse to
compromised other devices

°
ﬁ 1a. Attack on home

peripheral devices (e.g.

door lock) & 1b. proximity attack on

wireless devices
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Non-Security has a cost for OEMSs!

High

Financial Risks (uncontrolled)
Low

Low High

Invest in Security
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Security iIs a Risk — NXP Is the Partner to manage this Risk

Smart Cities Smart Home Industrial

8 CONFIDENTIAL AND PROPRIETARY



NXP
SECURE IDENTITY
TECHNOLOGY




NXP loT PLATFORM - ONE STOP SHOP WITH JCOP PLATFORM

MCU + Cloud SDK

v' Absolute Flexibility
v' Shortest TTM

v’ Strong security

_ _ _ Applets
v' Easy integration with 1oT Clouds

v Global Standards

v" HW Attestation

|
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Key Applications
A-Series Security ICs
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Example 1: NXP securely connects UK Smart Energy Infrastructure

12

UK is about to deploy more
than 100 millions smart
energy equipment including
residential communication hubs,
gas & electricity meters, In-home
displays, in order to optimize
energy management in the country

NXP will connect a
significant part of the
UK infrastructure with a
secure connectivity chipset
enabling zero-touch secure
commissioning of hubs and
smart meters
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NXP receives Cyber Security Award
at Smart Metering Europe Summit in
London

°NXP is a provider which takes the security
responsibility of the shoulders of the smart
meter manufacturers, and provides a
building block that can be integrated into the
smart meters to provide a large part of the
security functionality”
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Example 2: NXP secures German Smart Metering Gateways

Best-in-class security

A80SM
Cyber-Security
Solution

for connected devices

NXP introduces the ABOSM turnkey solution; a high performance security module
designed to meet the most demanding embedded applications, including Common
Criteria certification (EAL4+) against Protection Profile BSI-CC-PP-0077 for Smart Metering

Gateways.

KEY FEATURES
» Integral solution built on best-in-class, high-performance
NXP secure MCU family A800x

CC cryptography with support of NIST P-{254, 384} and
BrainPool P-{256, 384, 512} curves
ECDSA digital-signature generation and verification
Key agreement based on Diffie-Hellman (ECKA-ECDH) and
El-Gamal (ECKA-EG)
On-chip ECC key generation

v

v v

>
» True random-number generation

» IS0 7814 and high-speed (400 Kbits/sec) stave PC interfaces
» Secure messaging using Password Authenticated
Connection Establishment (PACE: ECDH-GM-AES-CBC-
CMAC-128)

Commands compliant with ISO 7816-4 and ISO 7816-8

Large EEPROM memory (144 Kbytes) for flexible, future-

v v

proof storage of keys, certificate, PIN codes, passwo
application data, and (module) firmware upgrades
Dynamic file system compliant to 150 7814-9

Secure administration, secure device life-cycle management

v v v

Operational ambient temp range: -25 to +85°C
(ABDO3SMHNT)
» HVQFN32 package (pin-compatible with NXP A70CM

turnkey solution)

KEY BENEFITS

» Trusted device authentication, encryption, and secure
access to infrastructure and services

» Secure verification of device software integrity

» Secure key management across untrusted networks or
supply chains

KEY APPLICATIONS

» Smart Grid, Smart Metering,

» Home/building automation

» Industrial Automation

» Energy Management Systems

» Medical/healthcare devices and gateways

» Transport {infrastructures, telematics, tolfing)

» Security, monitoring, and access-control systems

» Vending (POS terminals, cash machines, security tokens)

NXP is leader security provider for
Smart Metering Gateways in Germany, - —
delivering state-of-the art, BSI- certified
security modules (ABOSM)
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System integrity, user privacy, brand protection

Thank you, Any Questions ¢
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